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GF SECURITIES (HONG KONG) BROKERAGE LIMITED Biometric Authentication Terms and
Conditions
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These terms and conditions apply to and regulate your use of Biometric Authentication login
service provided by GF SECURITIES (HONG KONG) BROKERAGE LIMITED ("GFSHK"). Please
read these terms and conditions. Once you register for Biometric Authentication, you will be
regarded as having accepted and will be bound by these Terms and Conditions. If you do not
accept these Terms and Conditions, please do not register for Biometric Authentication.
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The GFSHK Biometric Authentication login service is a service where you may use the
Biometric Authentication registered on a Permitted Mobile Device* in lieu of your GFSHK
online trading user ID and password as a security code to confirm your identity to access GF
E-COMMERCE trading application and its online trading services.

3. THEFRREE TMEARLSDHNEMNEENRS:
(@E TXREARTIMN EZZRFSNELA
(o)E T HAERE TN R EEL K BE,
@ETRIBIATREEE LNEYIRFIRIENSR, HFELRD—DMETHE BR5E
TEIXEHBRIATRNEE;
(A—Z2RNBLEAEYINE, AEBILEAEYINMEAATTRKE L, TEICHNHZ
EREFNRAEEYIRAIRE HUBAZBENAER. Flt, BTYRRRINTREIEE
REFETHEMIRSRE. NE TEATRE B EFEFEAEMALANEYIRBIRE,
HEF R EMALHNEDRBI R REFEANDRNEE L, WIERIA L INE MR
RIEBENZAE, FR FETHAORETRS, BTHRNRTE. MEZSFIREXZH
WHAHER BTHEN, FHXNETEBARS;
eIMEREAERSE THIATREE ENEYIRR RIER N A BB RH#T. K
RNERBEE THEWRBIRE. X AEXSELE TN R EE ENEYIRBIRIER
JEE

IR

7
R =%, REUFHARHITINE. B TERAMEEFERATRELEAETEDIRG
R ARIREU AR, &
OHFEBBHFHITATRAELY, BTHEERRATRNEELNIFEBITFHNLE

o



You acknowledge and agree that in order to use the GFSHK Biometric Authentication login
service:

(a)You must be a valid user of our online trading services;

(b)You must install GF E-COMMERCE using a Permitted Mobile Device;

(c)You must activate the biometric identity sensor on the Permitted Mobile Device and
register at least one of your biometric credentials to control access to the Permitted Mobile
Device;

(d)Upon successful registration for Biometric Authentication, ALL biometric credentials stored
on the Permitted Mobile Device registered for Biometric Authentication at the time of or after
registration can be used to access GF E-COMMERCE. Therefore, You must ensure that only
your own biometric credential is stored on the Permitted Mobile Device. If you store any other
person's biometric credential or allow any other person's biometric credential to be stored on
the Permitted Mobile Device, you are responsible for any person using the other biometric
credential to access %784, and then operating your accounts and effecting transactions. All
such dealings and transactions will be deemed to be authorized by you and will be binding
on you;

(e)The authentication is performed by GF E-COMMERCE by interfacing with the biometric
identity sensor module on your Permitted Mobile Device. We do not collect your biometric
credentials. GF E-COMMERCE will access the biometric identity sensor in your Permitted
Mobile Device and obtain the necessary information to perform the authentication. You
consent to the authentication process and our accessing and using the information obtained
via the biometric identity sensor; and

(f)You should ensure the security of the security codes as well as the password or code that
you can use to register your fingerprints on the permitted mobile device.
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You may still choose to access our online platform and APP using your account number login
password and one-time password.
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You should take all reasonable security measures to prevent unauthorized or fraudulent use
of Biometric Authentication. If you are aware of or suspect any unauthorized use of your
Permitted Mobile Device or Biometric Authentication, you should notify us as soon as
reasonably practicable by calling our Customer Service Hotline. We may require you to
change your login password, re-register your biometric credentials or cease to use Biometric
Authentication.
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You must not use the App, Mobile Security Key or Biometric Authentication on any mobile
device or operating system that has been modified outside the mobile device or operating
system vendor supported or warranted configurations. This includes devices that have been
"jail-broken" or "rooted". A jail-broken or rooted device means one that has been freed from
the limitations imposed on it by your mobile service provider and the phone manufacturer
without their approval. The use of the GF E-COMMERCE App or Biometric Authentication on
a jail-broken or rooted device may compromise security and lead to fraudulent transactions.
Download and use of the GF E-COMMERCE App or Biometric Authentication in a jail-broken
or rooted device is entirely at your own risk and we will not be liable for any losses or any
other consequences suffered or incurred by you as a result.
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GFSHK has the right to specify or vary from time to time the scope and features of Biometric
Authentication without prior notice.
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We do not warrant that Biometric Authentication will be available at all times, or that it will
function with any electronic equipment, software, system or other online services provided by
GFSHK that we may offer from time to time.

Note: Under certain circumstances, including but not limited to changing or resetting



password, uninstalling and reinstalling GF E-COMMERCE App, changing mobile device
or changing the phone's facial recognition/fingerprint recognition information etc. will
disable the Biometric Authentication login function, you are required to reactivate the
Biometric Authentication login function.

The function will be locked temporarily due to consecutive Biometric Authentication
failures reaches a certain limit, the number of attempts depends on the system settings
of your Permitted Mobile Device. If the foregoing situation arises, [you can log in to the
App in accordance with Section 4] and the Biometric Authentication login function will
automatically be restored after successful log-in.
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The biometric identity sensor module on your Permitted Mobile Device is not provided by us.
We are not responsible for the biometric identity sensor technology. We do not give warranty,
whether express or implied, of any kind including any warranty of quality, accuracy or
performance, merchantability, fitness for a particular purpose, title or non-infringement of
right.
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We are not liable for any loss, damages or expenses of any kind incurred or suffered by you
arising from or in connection with your use of or inability to use Biometric Authentication.
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We reserve the right to amend, add or delete at any time these terms and conditions by giving
reasonable prior notice in writing to you and such notice may be made in such manner and
by such means of communication as we shall deem fit, including, without limitation, use of
direct mailing material or advertisement, website display or electronic communications such
as electronic mail. You acknowledge and agree that you shall observe and comply with any
such amendment, addition and/or deletion when using our Biometric Authentication login
service.
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These terms and conditions are available in both English and Chinese versions. The English
version shall prevail in the event of any discrepancy between the two versions.
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* Permitted Mobile Device means Apple iPhone 5s or higher / Samsung Galaxy S6 / Samsung
Galaxy S6 Edge Plus / Samsung Galaxy Note 5 or higher and such other electronic equipment
that we may enable for use with the Biometric Authentication login service from time to time
and includes the operating system or software that the device operates on. Please contact us
for the current list of such electronic equipment.
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